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Introduction to the CSIR……what we do?…..future crime prevention 
focus areas….key future disruptive crime 
prevention….technologies…..CSIR’s role in future crime prevention 
capabilities

Tokyo : Safest city in 
the world (Index 2017)
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'The objects of the CSIR are, through 
directed and particularly 
multidisciplinary research and 
technological innovation, to foster, in 

the national interest and in the fields 
which in its opinion should receive 
preference, industrial and scientific 

development, either by itself or in co-
operation with principals from private 
or public sectors, and thereby to 

contribute to the improvement of the 
quality of life of the people of the 
Republic...’

(Scientific Research Council Act 46 of 1988, amended by Act 71 of 1990)

Our line department is the  Department of Science and Technology (DST)

directed
multidisciplinary

research 

technological  innovation

industrial and  scientific 
development

quality of life

Introduction to the CSIR
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Introduction : strategic relationships

• We have signed a 
Memorandum of Agreement 
(MOA) with SAPS in February 
2014

• Since then, we maintain  an 
operational- and strategic 
relationship, advising SAPS in 
various aspects of crime 
prevention on request

• MOA is currently under review 
to adapt to new requirements
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Core 

technologies

& facilities

Materials

Sensors

Photonics

Robotics

ICT

Modelling

Research
facilities

Focus for national impact: Research impact areas

Defence & security

• Information security

• Interoperability and standardisation

across organs of state tasked with 

defence and security

• Command, control and coordination

• Tactical and strategic situation 

awareness
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CSIR Defence, Peace, Safety and 

Security (DPSS)

Vision and role: 

To contribute significantly, 

through scientific and 
technology excellence, 

to the security of 

South Africa,    
the region 
and continent, 
and its 

industrial 
and human capital development.
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Integrated Systems Group

Competence Areas & Research Groups

Command, 
Control and 
Information 

Warfare

Mathematical 
and 

Computational 
Modelling

Information 
Warfare / Cyber 

Defence

Optronic 
Sensor

Systems

Opto-
Mechatronics

Systems 
Analysis and 

Image 
Processing

National 
Research 
Facilities

Aeronautics

Explosives

Optronics

Radar

Aeronautic 
Systems

Experimental 
Aerodynamics

Computational 
Aerodynamics

Aero-Structures

Propulsion and 
Power

Facility Support

Radar and EW 
Systems)

EW Applications

Radar 
Applications

Experimental 
EW systems

Experimental 
Radar systems

DPSS technical capabilities underpinning outputs

Landwards
Sciences

Vehicle and 
Protection

Systems

Explosive event 
test, 

measurement 
and evaluation

Firepower and 
Protection 
Sciences

Demonstrator 
Development

Technology 
for Special 
Operations

Air and 
Landwards

Maritime
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What we do : SAPS stakeholder engagement  
SAPS Special Operations Response unit , a two day work session on future command centres

Sli
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SANParks: Development of an anti-rhino poaching 
capability 

• Development of the anti-poaching Mission Area 
Operations Centre (MAJOC) centre was 
performed in collaboration with SANParks

• Successful implementation planning within the 
stakeholder site at Skukuza in the Kruger 
National Park were also performed within the 
facility 
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Development work-sessions with SANPArks at the CSIR to develop 
the optimum solution over 3-year period
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Balule private game reserve
The first female game ranger team and using CMORE 

• The “Black-mambas” are the first 
all-female anti-rhino game ranger 
team

• Established by the Balule private 
game reserve

• Using the CSIR’s CMORE system 
as an anti-rhino poaching 
situational awareness tool.
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Long-range optical sensor systems for 

crime detection

• Biometrics: Contactless  fingerprint 
detection capability

- The CSIR has developed a contactless 
fingerprint detection system which could 
detect fingerprints without damaging the 
print

• Long-range, multi-spectral 
observations

- For the long-distance observation of 
sensitive areas  during night and day 
conditions

• Smart video-camera detection 
capabilities 
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Situational awareness – CMORE platform
Intelligence-based policing platform

• Development and integration of various sensor  systems  to create purpose-fit 
situational awareness systems
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Crime prediction modelling
Currently used to predict  possible future rhino poaching locations

• Future crime prediction modelling enables the optimum use of scarce resources 
predicting possible future crime locations
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Audio detection and direction finding 

systems

• Detection of gunshot events

- The CSIR has as part of its Safety and 
Security Flagship research program, 
developed an audio detector prototype that 
could detect gunshot events and also 
determine the position of such events.

- This technology could be applied in secure 
environments to detect dangerous events 
witch generate audio  signatures
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Determine future required crime prevention 

technologies and capabilities?

• What technologies should we 

focus on………?

• We should also focus on 

cities……. but why?
• Future safe city’s crime prevention needs will drive 

technology development
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Safer cities (The Economist index) evaluation criteria 
framework

• It makes sense to invest in smart city technologies that supports your evaluation 
criteria for safer city audit policies 
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Digital security measurement indicators
The Economist safe cities index
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Smart and safe city?
A definition
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Which capability domains should we invest resources to 

have impact in future crime prevention strategy priorities ?

Source: Zolan Wirth: Pictures of the future, security scenarios

• Future successful safe city’s 
investment focus shall be 
in:

• Knowledge Centricity
• Cyber Security
• Critical Infra-structure Protection  
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How SMART  drives SAFE and vice-versa

R i

R i

R i

R i

R i

R i

R i = Real-time information available
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R i

R i

R i

R i
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Smart policing becomes a reality in SMART cities
Problem-based policing, predicative policing are inherently designed-in capabilities

• When R i is available you can create a smart city intelligence 
based policing system  

R i
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Future SMART city technology implementation and integrations risks (minimum set)
Significant future risk: Implementation and INTEGRATION of technologies on a city-level

IT-suppliers

Defence

Telecoms

Security tech

Building tech

Network sec

Residential

No 
capability

Isolated 
examples

Partial 
industry 

capabilities

Most suppliers 
have capability

Industry 
leadership

Source : Frost & Sullivan

• RISK : The portfolio of future smart city technology needs are not supplied by a single 
source integrator supplier. The integrator know-how is lacking in most cases

Video Sensors Analytics C3I
Networks

(IoT)
System 

integrators
Cyber Data 

Mining
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Disruptive technologies in crime prevention – a quick 
look at a few dri
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Solving the integration problem ?
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• Design the future smart city as an inherently safe enterprise
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Smart cities need to be designed 

intrinsically safe – the key risk

Source : Siemens 

An integrated  
security layer 
needs to be 
“designed-in” 
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………………in conclusion

• Technologies such as data fusion, data analytics, facial 

recognition, intelligent video cameras, command centres, 

biometrics, situational awareness systems, sensors, Internet-

Of-Things (IoT) systems, cyber security, data mining…….

• ………will play a key role in the future of safer and smarter 

cities and communities….

• However, these technologies can only be applied successfully 

with impact by law enforcement agencies and communities if 

their use are intrinsically designed into the future smart city 

enterprise and well integrated by knowledgeable system 

integrators
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